MEDFUSION MERCHANT AGREEMENT:
ACCEPTABLE USE POLICY (“AUP”)
By accessing or using the Services under the MMA, you agree to be bound by this Acceptable Use Policy
("AUP"), which is incorporated into the MMA, and any additional terms, conditions, rules or policies that are
displayed to you in connection with the Services. This AUP is subject to change without notice.
1. Purpose. The purpose of this AUP is to comply with relevant laws and card or payment association (e.g.
Visa, MasterCard, American Express, NACHA) rules and policies, the Bank Rules, the Operating
Regulations; and to specify to you what activities are considered an unacceptable use of our Services; to
protect the integrity of our payment network; and to specify the consequences that may flow from
undertaking any prohibited activities.
2. Unlawful Activity; Fraudulent, Deceptive or Unfair Business Practices. Services may only be used
for lawful purposes and activities. If we determine, or have reason to believe, in our sole discretion, that
you are engaging, or have engaged, in any illegal activities, activities in violation of or prohibited under our
AUP, or in business practices that we deem fraudulent, deceptive and/or unfair, we may take corrective
action (without or without notice to you) including, but not limited to: blocking a transaction; holding
settlement or funds associated with a prohibited transaction; suspending, restricting or terminating your use
of the Services and terminating the MMA for merchant misconduct. You may also incur substantial fees,
assessments, fines and other related expenses.
3. Prohibited Merchants. If any of the following apply to you, you are ineligible (or may become ineligible)
to use our Services:


Your use of Services may cause us not be compliant with any card association rules/policies
or us not to be in compliance with any laws or regulations.



You are domiciled, a resident of a country, or have a principal place of business outside of the
U.S.



You transact in currency other than the U.S. currency.



You transact more than 50% international transactions in any given month without our prior
approval.



You are involved in any fraudulent or illegal activity (for example, child pornography, illegal
drugs, counterfeit or stolen items, prostitution) or your business is likely to notoriety or
reputational damage to Medfusion or any card associations or NACHA.



You are listed on the VISA Terminated Merchant File, MasterCard MATCH, or any other similar
prohibited merchant list.



You are operating in a jurisdiction or identified as a sponsor of international terrorism; listed on
the U.S. Department of State's Terrorist Exclusion List; or listed on the U.S. Department of
Treasury, Office of Foreign Assets Control's, Specially Designated Nationals and Blocked
Persons List.



You transact for sales of goods or services where the cardholder will not take full possession
for greater than 90 days without prior review or consent.

4. Prohibited Activities and Business Types. Some merchants or business are not eligible (or become
ineligible) to use our Services. We may terminate the Agreement without prior notice to you if you fall into
one of the following business categories and/or accept payment for the following prohibited activities
provided below:
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Buyer Clubs/Membership Clubs



Infomercial merchants



Internet Pharmacies



Outbound Telemarketers and Telecom merchants including MCC’s 4814,4816, and 5966



Rebate-Based Businesses



Up-Selling merchants



Any merchant that accepts a card at a scrip-dispensing terminal



Bail Bond Services



Bankruptcy Lawyers



Brand or Reputational damaging, potential or otherwise, activities including Bestiality, Child
Pornography, Escort Services, Mail Order Brides



Commodity Trading or Security Trading



Currency Exchanges or Dealers



Debt Elimination, Debt Reduction or Debt Consulting Services



Digital Wallet or Prepaid Companies



Discount Medical or Dental plans including Discount Insurance



Discount Coupon merchants or Online Sites



Distressed Property Sales and/or Marketing



e-Cigarettes



Firearms including Ammunition



Investment or “get rich quick” merchants, businesses or programs



Merchants utilizing negative option, renewal, or continuity subscription practices



Marketing Activities involving “pay only for shipping” and/or “free trial” periods



Merchants offering Special Incentives



Prepaid Phone Cards



Prepaid Phone Services



Pseudo Pharmaceuticals



Real Estate Flipping



Sale of Mobile Minutes



Selling or Sales of Social Media Activity



Sports Forecasting or Odds Making



Substances designed to mimic illegal drug



Transacting Virtual Currency or credits that can be monetized, re-sold or converted to physical or
digital goods or services or otherwise exit the virtual world
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5. Prohibited Transactions. You further agree not to use the Services in connection with any of the
following prohibited transactions or payment processing practices (each a “Prohibited Transaction”):

Processing a transaction for the purpose of adding funds to an account (i.e. account funding
transactions, deposits or factoring).

Allowing international customers to pay in the currency of their home currency.

Processing any quasi-cash transactions.

Processing transactions for another business.

Splitting a single transaction into two or more sale receipts.

Processing a transaction for the purchase of scrip or substitute money.

You may not split transactions on multiple cards or other payment transactions except where: (a)
partial payment is entered on a transaction record and the balance of the transaction amount is paid in
cash or by check at the time of transaction; or (b) the amount represents an advance deposit in a card
transaction completed in accordance with the Agreement, and the Operating Regulations.

You will not use the Services to accept amounts representing the refinancing of an existing
uncollectible obligation, debt, or dishonored check of a customer.

You agree not to present for processing or credit, directly or indirectly, any transaction not
originated as a result of a payment transaction directly between you and a payor.

You agree not to present for processing or credit any transaction you know, or should know, to be
fraudulent or not authorized by a cardholder, payor or customer. We will refer perpetrators of fraudulent
transactions, in our discretion, to the appropriate law enforcement agency and/or report these matters to
the card or payment networks or other third parties.

You are prohibited from receiving any cash payments from a customer for charges included in any
card processing transaction, resulting from the use of a credit or debit card.

You agree not to deposit any transaction for the purpose of obtaining or providing a cash advance
either on a card or other payment instrument owned by you or any other party. You agree that any such
deposit or any use of the Services to process your own cards shall result in immediate termination of the
Agreement.

You agree not to deposit duplicate transactions and will be solely responsible for the full amount of
any duplicate transactions. You agree not to accept or deposit any fraudulent transaction and may not
present for processing or credit, directly or indirectly, a transaction, which originated with any other
merchant or any other source. If you deposit any such transactions we may hold funds and/or demand
a Reserve Account.

You acknowledge and agree that “restricted transactions” as defined in the Unlawful Internet
Gambling Enforcement Act of 2006 and Regulation GG (“Restricted Transactions”) issued thereunder
are Prohibited Transactions. You represent and warrant to us that you will not submit any Restricted
Transactions, nor will you permit your customers to submit such Restricted Transactions for processing
under the Agreement. In the event we identify a suspected Restricted Transaction, we may block or
otherwise prevent or prohibit such a transaction, seek any remedies available to us under this Agreement
or otherwise, and if you do not take immediate steps to remedy the situation, we may terminate this
Agreement.
6. Compliance Monitoring; Violations of this Policy. We will monitor your transactions and activities
for potential violations of this AUP. Monitoring includes, but is not limited to, reviewing your accounts for
retrievals, returns, chargebacks, and/or by using a third party information or source. We encourage you to
contact us if you believe you are in violation to this AUP. We reserve the right to take any corrective action
(with or without notice to you) as we deem necessary to mitigate our risk or ensure compliance with this
AUP, including but not limited to: blocking a transaction; holding funds associated with a Prohibited
Transaction; suspending, restricting or terminating your use of the Services, your Merchant Account and
terminating the MMA for merchant misconduct. You may also incur substantial fees, assessments, fines
and other related expenses from us, the card associations (i.e. Visa, MasterCard) and/or our sponsor
banks. You may also be liable to us for any damages assessed upon us as a result of your actions or
activities in violation of or prohibited under our AUP, and you agree to reimburse us for any and all
assessments, fines and expenses, including reasonable attorneys’ fees incurred by us and/or levied on us
by the Platform, a card association, our sponsor banks, or other financial institution. In addition to any other
remedies available to us under the Agreement, in the event that you have engaged in a Prohibited
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Transaction or have received funds from a Prohibited Transaction, those funds may be frozen, returned, or
seized. If we reasonably suspect that your account has been used for an unauthorized, illegal, or criminal
purpose, you give us express authorization to share information about you, your account, your access to
the services, and any of your transactions with law enforcement.
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